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What is claimed is: 



An apparatus, comprising: 



tyb y ■■ ■ \ 

1 ffw ^ ^ rst ancl seco W product support intelligent agents configured to 



2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 



1 2. The apparatus of claim 1| wherein the first and second product support 

2 agents are configured to communic4te with one another. 



I* perform product support operations in connection with a computer-related 
product; 

(b) a first agent pl|tform configured to execute on a customer 
computer that utilizes the (jjomputer-related product; and 

(c) a product support program resident on a product support computer 
used in providing product ^upport for the computer- related product, the 
product support program irjcluding a second agent platform, and the product 



support program configured to dispatch the first product support intelligent 
agent to the customer computer for execution by the first agent platform, and 
to initiate execution of the spcond product support intelligent agent by the 
second agent platform. 



1 3. The apparatus of claim 1 

2 is configured to execute on either o1 

1 4. The apparatus of claim 1, 

2 related product. 



wherein the first product support intelligent agent 
the first or second agent platforms. 

wherein the customer computer is the computer- 



1 5. The apparatus of claim 1, wherein the computer related-product comprises 

2 at least one of an internal software component, an internal hardware component, an 

3 external software component and an external hardware component associated with the 

4 customer computer. 

1 6. The apparatus of claim 1, ^herein each of the first and second product 

2 support intelligent agents is configured to perform a product support operation 
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selected from the group consisting of monitoring operational data, collecting 
operational data, analyzing operational data, identifying an undesirable operational 
condition in the customer computer, selecting another intelligent agent to remedy the 
undesirable operational condition, jpreating another intelligent agent to remedy the 
undesirable operational condition, |erforming at least one task to remedy the 
undesirable operational condition, and combinations thereof. 



7. The apparatus of claim 1, {wherein the first product support intelligent agent 
is configured to collect operational djata associated with the computer-related product, 
and wherein the second product supriort intelligent agent is configured to analyze the 

operational data collected by the first! 1 product support intelligent agent to identify an 

ft 

undesirable operational condition forllthe computer-related product. 

8. The apparatus of claim 7, \|/herein the product support program is further 
configured to dispatch a remedy intelligent agent to remedy the undesirable 
operational condition. ! 

9. The apparatus of claim 8, wherein the product support program is further 
configured to create the remedy intelligent agent. 

10. The apparatus of claim 9, \lherein the product support program is further 
configured to publish the remedy intelligent agent with a distribution control that 
limits distribution of the remedy intelligent agent. 

11. The apparatus of claim 8, wherein the product support program is further 
configured to select the remedy intelligent agent from among a plurality of existing 
remedy agents. 

12. The apparatus of claim 8, wherein the product support program is 



configured to dispatch the remedy intell 
computer-related product. 



gent agent between product releases of the 



IBM ROC920010146US1 

WH&E IBM/201 
Patent Application 



-32- 



13. The apparatus of claim 1, wherein the second product support intelligent 
agent is configured to collect operational/data from the customer computer while 
resident on the product support computer. 

14. The apparatus of claim 1, wherein the customer computer and the product 
support computer are coupled to one another over the Internet. 

15. The apparatus of claim 1, further comprising a cross-customer knowledge 
base including operational data associated with a plurality of customers, wherein the 
second product support intelligent a^nt is configured to analyze the operational data 
stored in the cross-customer knowledge base to identify an undesirable operational 
condition in the computer-related product. 

16. The apparatus of claim|15, wherein the second product support intelligent 
agent is configured to analyze the operational data using logic selected from the group 
consisting of neural network logic fuzzy logic, pattern matching logic, script logic, 
and combinations thereof. 



17. The apparatus of claii 



1, wherein the first and second product support 



intelligent agents are associated with different vendors. 
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1 18. A method of providing product support for ^computer-related product, 

2 the method comprising: / 

3 (a) dispatching a first product support intelligent agent from a product 

4 support computer to a customer computer to execute on a first agent platform 

5 resident on the customer computer to perform/a first product support operation 

6 associated with the computer-related product and 

7 (b) executing a second product support intelligent agent on a second 

8 agent platform resident on the product support computer to perform a second 

9 product support operation associated with/the computer-related product. 

1 19. The method of claim 18, wherein the first and second product support 

2 agents are configured to communicate with onqf another when performing the first and 

3 second product support operations. 



|7t 1 20. The method of claim 18, wherein each of the first and second product 

J s 2 support operations are selected from the gro'iip consisting of monitoring operational 

O 3 data, collecting operational data, analyzing/operational data, identifying an 

w i 

p 4 undesirable operational condition in the customer computer, selecting another 

5 intelligent agent to remedy the undesirable operational condition, creating another 

6 intelligent agent to remedy the undesirable operational condition, performing at least 

7 one task to remedy the undesirable operational condition, and combinations thereof. 

) 

1 21. The method of claim 18, \yherein the first product support intelligent 

2 agent is configured to collect operational data associated with the computer-related 

3 product, and wherein the second product support intelligent agent is configured to 

4 analyze the operational data collected by the first product support intelligent agent to 

5 identify an undesirable operational/condition for the computer-related product. 

1 22. The method of claim El, further comprising dispatching a remedy 

2 intelligent agent to at least one o| the customer computer and the product support 

3 computer to remedy the undesirable operational condition. 
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23. The method of claim 22, further comprising creating the remedy 
intelligent agent. f 

I 

24. The method of claim 23, further comprising publishing the remedy 
intelligent agent with a distribution control that limits distribution of the remedy 
intelligent agent. 

25. The method of claim 22, wherein dispatching the remedy intelligent agent 
occurs between product releases of the computer-related product. 

26. The method of claim 18, wherein the second product support intelligent 
agent is configured to collect operational data from the customer computer while 
resident on the product support computer. 

27. The method of claim 18, wherein the customer computer and the product 
support computer are coupled to one another over the Internet. 

/ 

28. The method of claim 18, wherein the second product support intelligent 
agent is configured to analyze operational data stored in a cross-customer knowledge 
base to identify an undesirable operatjbnal condition in the computer-related product. 

a 

29. The method of claim 28,fwherein the second product support intelligent 
agent is configured to analyze the operational data using logic selected from the group 
consisting of neural network logic, /fuzzy logic, pattern matching logic, script logic, 
and combinations thereof. 

30. The method of claim 1 8, wherein the first and second product support 
intelligent agents are associated with different vendors. 
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31. A program product, comprising: 

(a) first and second product support intelligent agents configured to 
perform product support operations in connection with a computer-related 
product; 

(b) a first agent platforjbn configured to execute on a customer 
computer that utilizes the computer-related product; 

(c) a product support program configured to reside on a product 
support computer used in providing product support for the computer-related 
product, the product support program including a second agent platform, and 
the product support program configured to dispatch the first product support 
intelligent agent to the customer Icomputer for execution by the first agent 
platform, and to initiate execution of the second product support intelligent 
agent by the second agent platfoijm; and 

(d) a signal bearing medium bearing the first and second product 
support agents, the first agent plaiform, and the product support program. 



ill 31, 



32. The program product of claim 31, wherein the signal bearing medium 
includes at least one of a transmission meuium and a recordable medium. 
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33. A method of providing product support for a computpr^elated product, 
the method comprising: 

(a) collecting operational data from a okfrality of customer computers 
that utilize the computer-related product^dring operation of the plurality of 
customer computers; 

(b) identifying an undesirable operational condition associated with 
the computer-related pro<^dct from the collected operational data; 

(c) creating a j^roduct support intelligent agent configured to remedy 
the undesirable Durational condition; and 

(d) ^tfftributing the product support intelligent agent to at least first 
and secoj*tl customer computers from the plurality of customer computers to 
remedy the undesirable operational condition in the first and second customer 
computers. 



34. The method of claim 33, wherein collecting the operational data is 
performed by at least one intelligent agent. 

35. The method oi^daim 34l wherein th/e intelligent agent that collects the 
operational data is resident on a cus ipmer computer. 

36. The method of claim 34#; whereioi the intelligent agent that collects the 
operational data is resident on a product support computer. 

37. The method of claim 33, wherein identifying the undesirable operational 
condition is performed by at least one i/itelligent agent that analyzes the collected 
operational data. 



38. The method of claim 31, wherein identifying the undesirable operational 
condition includes performing pattern matching on the collected operational data to 
identify a recurring pattern in the/collected operational data. 
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1 39. The method of claim 37, wherein the intelligent agent that analyzes the 

2 collected operational data includes analysis logic selectecyfrom the group consisting of 

3 neural network logic, fuzzy logic, pattern matching logi</, script logic, and 

4 combinations thereof. 



a 



1 40. The method of claim 33fwhereii) distributing the product support 

2 intelligent agent includes distributing the product support intelligent agent to the first 

3 customer computer prior/to distributing the produot support intelligent agent to the 

4 second customer computer, the method further comprising testing the product support 

5 intelligent agent prior to distributing the producy support intelligent agent to the 

6 second customer computer. 

1 41. The methbd-ef-^faim 3b, whereir/ distributing the product support 

2 intelligent agent includes publishing the product support intelligent agent with a 

3 distribution control that limits distribution/of the remedy intelligent agent. 



1 42. The method of claim 33, wherein collecting the operational data, 

2 identifying the undesirable operational/condition, creating the product support 

3 intelligent agent and distributing the product support intelligent agent are performed 

4 between product releases of the computer-related product. 



1 43. The method of claim 33, wherein creating the product support intelligent 

2 agent is performed by another intelligent agent. 
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44. An apparatus, comprising: 
(a) at least one memory; 



/ 



(b) program code resident in the memory and configured to identify an 
undesirable operational condition associate^ with a computer-related product 
from operational data collected from a plurality of customer computers that 

utilize the computer-related product, creaie a product support intelligent agent 

/ 

configured to remedy the undesirable operational condition, and distribute the 
product support intelligent agent to at lfcast first and second customer 
computers from the plurality of customer computers to remedy the undesirable 
operational conditionjnthe first and/second customer computers. 



45. The apparatus c 
to collect the operational datal 



46. The apparatus's of c 
operational data^is^cfisposed in 



aim 44, wherein the program code is further configured 



aim 45 /wherein the program code that collects the 
at least one intelligent agent. 



47. The apparatus of clairry44, further comprising a cross-customer 
knowledge base configured to store the collected operational data. 

48. The apparatus of cL&im 44, wherein the program code that identifies the 
undesirable operational condition is disposed in at least one intelligent agent that 
analyzes the collected operational data. 

49. The apparatusyof claim 48, wherein the program code that identifies the 
undesirable operational condition is configured to perform pattern matching on the 
collected operational da/a to identify a recurring pattern in the collected operational 
data. 



50. The apparatus of claim 49, wherein the intelligent agent that analyzes the 
collected operational data includes analysis logic selected from the group consisting of 
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neural network logic, fuzzy logic, pattern matching logic, script logic, and 
combinations thereof. 

51. The apparatus of claim 44, wherein the program/6ode that distributes the 
product support intelligent agent is configured to distribute^the product support 
intelligent agent to the first customer computer prior to distributing the product 
support intelligent agent to the secpfrdcusiomer computer. 

52. The apparatus/of claim 44, wherein the program code is further configured 
to publish the producty^upport intelligent agent wi/h a distribution control that limits 
distribution of the remedy intelligent^frent. 

53. The apparatus ofpJmm 44, wherein the program code is configured to 
identify the undesirable operational condition, create the product support intelligent 
agent and distribute the product sup/port intelligent agent between product releases of 
the computer-related product, 

54. The apparatus of claim 44, wherein the program code that creates the 
product support intelligent agent is resident in another intelligent agent. 

55. The apparatus of claim 44, wherein the program code that creates the 
product support intelligent agent is resident in an agent builder program that creates 
the product support intelligent agent in response to user input. 
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1 56. A program product, comprising: h 

2 (a) program code configured jo identify an undesirable operational 

3 condition associated with a opmputyr-related product from operational data 

4 collected from a|rfurality o^custoper computers that utilize the computer- 

5 related product, create a nroduct^upport intelligent agent configured to 

6 remedy the uildesirabl^operatrpnal condition, and distribute the product 

7 support intelligenWec^eni to ayleast first and second customer computers from 

8 the plurality of customer computers to remedy the undesirable operational 

9 condition in the first and second customer computers; and 

10 (b) a signal bearmg medium bearing the program code. 



las? 

IU 

s — 

?! ! 

a ~± 
B - 2 



IBM ROC920010146US1 
WH&E IBM/201 
Patent Application 



• # 

?xO 6 V " 41 " , 

1 pi. A method of providing product support for a computer-related product, 

2 the m&thod comprising: / 

3 (a) collecting operational dma from a plurality of customer computers 

4 that utilize the computer-related^product during operation of the plurality of 

5 customer computers; / 

6 (b) analyzing the Operational data from the plurality of customer 

7 computers using at least one intelligent agent; and 

8 (c) identifyirfg as a result of the analysis an undesirable operational 

9 condition associated with the computer-related product in at least one of the 
10 customer computers. 

1 58. The method of claim 57, wherein analyziy^ the operational data comprises 

2 performing pattern matching in the operational data rising the intelligent agent, and 

3 wherein identifying the undesirable operational condition comprises identifying a 

4 recurring pattern in the operational Idatatftraj; is indicative of the undesirable 

5 operational condition. \ / 

1 59. The method of claim 57, wnerein/analyzing the operational data is 

2 performed using analysis logic select^ from the group consisting of neural network 

3 logic, fuzzy logic, pattern matching logic, /cript logic, and combinations thereof. 

1 60. The metnbd^dfclaim 57, wj/erein collecting the operational data is 

2 performed by at least one intelligent agent. 

1 61. The method of claim 60, wherein the intelligent agent that collects the 

2 operational data is resident on a customer computer. 

1 62. The method of clatfn 60, wherein the intelligent agent that collects the 

2 operational data is resident oyl a product support computer. 



IBM ROC920010146US1 
WH&E IBM/201 
Patent Application 



I = ! 

13 



-42 

1 63. The method of claim 57, wherein identifying the undesirable operational 

2 condition includes identifying the undesirable operatj/bnal condition in the computer- 

3 related product for a specific customer computer. 

1 64. The method of cldim 57, ^herein id^itifying the undesirable operational 

2 condition includes identifying an undesirable operational condition that is common to 

3 the plurality of customer compute!/ 

1 65. The method^oTclaim j>l, whenMn identifying the undesirable operational 

2 condition is performed by at least one intelligent agent. 



n 



ru 



1 66. The method of claim 57, flurther comprising dispatching a remedy 

2 intelligent agent to at least one of th/ plurality of customer computers to remedy the 

3 undesirable operational condition. , 
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1 67. An apparatus, comprising: 

2 (a) a memory; j 

3 (b) an intelligent agent resident in the memory and configured to 

4 analyze operational data from a plurality of customer computers that utilize a 

5 computer-related product during operation of fhe plurality of customer 

6 computers; and f 

7 (c) program code configured to identify as a result of the analysis an 

8 undesirable operational condition associated with the computer-related product 

9 in at least one of the custpnfcr computer^ 

1 68. The apparatus of claim &l, where/n the intelligent agent is configured to 

2 analyze the operatio/al data by pqrforming pattern matching in the operational data 

3 using the intelligent agent, and wperein the program code is configured to identify the 

4 undesirable operational condij^or| by identifying a recurring pattern in the operational 

5 data that is indicative of 1 



Jsirable/operational condition. 



1 69. The apparatus of claim 67, wherein the intelligent agent utilizes analysis 

2 logic selected from the group consisting of neural network logic, fuzzy logic, pattern 

3 matching logic, script logic, and combinations thereof. 

1 70. The apparatus of cl^im 67, wherein the program code is resident in the 

2 intelligent agent. 

1 71. The apparatus qff claim 67, wherein the program code is resident in a 

2 second intelligent agent. 



1 72. The apparatus of claim 67, further comprising a second intelligent agent 

2 configured to collect at least a portion of the operational data, wherein the second 

3 intelligent agent is configured to reside on at least one of a customer computer and a 

4 product support computer. 
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73. The apparatus of claim 67^wherein the^ogram code is further configured 
to dispatch a remedy intelligentagent to at leasLone of the plurality of customer 
computers to remedy the undesirable Operational condition. 



74. The apparatus obctmm 73, yherein the program code is further configured 
to create the remedy intelligent agent y 
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1 75. A program product, comprising: / 

2 (a) an intelligent ageittxonfigured to analyze operational data from a 

3 plurality of customer cprfiputgrs tha/utilize a computer-related product during 

4 operation of the plurality of /ustoitier computers; 

5 (b) program cod^pnfi^ured to identify as a result of the analysis an 

6 undesirable operational condition associated with the computer-related product 

7 in at least one of the customer computers; and 

8 (c) a signal bearing medium bearing the intelligent agent and program 

9 code. / 



Hi 



ry 
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76. An apparatus, comprising: 

(a) a memory yrithtyi which is resident a plurality of intelligent agents 
and distribution controlyinformation associated with each intelligent agent that 
defines distribution rights for such intelligent agent; and 

(b) program code configured to control distribution of an intelligent 
agent in response to a request to access such intelligent agent based upon the 
distribution control information associated with such intelligent agent. 

77. The apparatus of claim 76, wherein the program atode is further configured 
to set distribution control information for an intelligent agent in connection with 
publishing the intelligent agent. 

78. The apparatus of claim 77, wherein the distribution control information is 
disposed in a header for each intelligent agent. 

4'^ 



79. The apparatus o^5laim It 
defines a publishing level j/hat prohib 
computer. 




, wherein the distribution control information 
ts distribution^ an intelligent agent to another 



80. The apparatus of claim 76, wherein tne distribution control information 
defines a publishing level that permits distribution of an intelligent agent to another 
computer only in response to authorization from product support personnel. 



1 81. The apparatus of claim 76, wherein the plurality of intelligent agents are 

2 each configured to perform product support operations in connection with supporting 

3 a computer-related product, and wherein the distribution control information identifies 

4 a first intelligent agent as an internal agent configured to execute on a product support 

5 computer, and a second intelligent agent as an external agent configured to execute on 

6 a customer computer configured to utilize the computer-related product. 
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1 82. The apparatus of claim 

2 further identifies a third intelli, 

3 release of the computer-relat 




the distribution control information 
a base agent associated with a particular 
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1 83. A method of controlling distribution of an intelligent ageny, the method 

2 comprising: 

3 (a) maintaining in a memory distribution control information that 

4 defines distribution rights to each of a plurality of intelligent agents; and 

5 (b) controlling distribution of an intelligent agent among the plurality 

6 of intelligent agents in response to a request to access surni intelligent agent 

7 based upon the distribution control information associated with such 

8 intelligent agent. 



1 84. The method of claim 83, further comprising sorting distribution control 

2 information for an intelligent agent in oonfiection with publishing the intelligent agent. 

1 85. The method ot<5iaim 84, wherein the distribution control information is 

2 disposed in a header fo/each intelligent agent. 



5 ; 



1 86. The mepod of clainytf3, wherein the aistribution control information 

2 defines a publishing level th^prphibits distribut/on of an intelligent agent to another 

3 computer. 



1 87. The apparatus of claim 83, wherafn the distribution control information 

2 defines a publishing level that permits distribution of an intelligent agent to another 

3 computer only in response to authorization from product support personnel. 



1 
2 
3 
4 
5 
6 



88. The method of claim 83, wherein the plurality of intelligent agents are 
each configured to perform product support operations in connection with supporting 
a computer-related product, and wh/rein the distribution control information identifies 
a first intelligent agent as an internal agent configured to execute on a product support 
computer, and a second intelligent agent as an external agent configured to execute on 
a customer computer configurea to utilize the computer-related product. 
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1 89. The method of clajBl^8,/Wherefn the distribution control information 

2 further identifies a third intelligent /gen/ as a base agent associated with a particular 

3 release of the computer-related harpduet. 
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90. A program product, comprising: 

(a) an intelligent agent; 

(b) a headej>associitea with/the intelligent agent, the header including 
distribution copfrol information th^t defines distribution rights to the 
intelligent as 

(c) /a signal beaflng medium bearing the header and the intelligent 

agent. 



1 

2 
3 
4 
5 
6 
7 



1 91. The program pn 

2 markup language. 



92. The program 




f claim 90, wherein the header is defined in a 



of claim 91, wherein the header is defined in XML. 
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1 95. A method of providing product support for a computer-related product, 

2 the method comprising: / 

3 ' (a) executing a first intelligent agent to perform a first task associated 

4 with remedying an undesirable operational condition associated with a 

5 customer computer that utilizes the computer-related product, wherein the first 

6 intelligent agent is provided by a first vendor that supplies a first component 

7 associated with the computer-related product; and 

8 (b) executing a second intelligent agent to perform a second task 

9 associated with remedying the undesirable operational condition, wherein the 

10 second intelligent agent is provided/by a second vendor that supplies a second 

1 1 component associated with the computer-related product. 

1 94. The method of claim 93, wtferein the first component comprises the 

2 customer computer, and wherein the second component comprises a hardware or 

3 software component installed within or coupled to the customer computer. 

1 95. The method of clajm 93, wMdrein the firsyintelligent agent is configured to 

2 communicate with the secpiKi intelligent agent. / 

1 96. The methdd of claim 93< wherein the/first intelligent agent is configured to 

2 control the second intelligent agent. I 

1 97. The method of claim $3, whereiri the first and second tasks are each 

2 selected from the group consisting of momtoring operational data, collecting 

3 operational data, analyzing operational cTata, identifying an undesirable operational 

4 condition in the customer computer, selecting another intelligent agent to remedy the 

5 undesirable operational condition, cheating another intelligent agent to remedy the 

6 undesirable operational condition, modifying a configuration setting, installing 

7 program code on a customer computer, performing at least one operation that assists 

8 in remedying the undesirable operational condition, and combinations thereof. 
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1 98. An apparatus, comprising: % 

2 (a) at least one memory; / 

3 (b) a first intelligent agent resident in/the memory and configured to 

4 perform a first task associated with remedying an undesirable operational 

5 condition associated with a customer computer that utilizes the computer- 

6 related product, wherein the first intelligent agent is provided by a first vendor 

7 that supplies a first component associated with the computer-related product; 

8 and / 

9 (b) a second intelligent agent resident in the memory and configured to 

10 perform a second task associated With remedying the undesirable operational 

1 1 condition, whereii>*h6"$econd intelligent agent is provided by a second vendor 

12 that suppliesXsecaAd component associated with the computer-related 

13 product. / I I 

1 99. The apparatus of claim/98, wherein the first component comprises the 

2 customer computer, md Lherein ttie second component comprises a hardware or 

3 software comptnrem installed within or coupled to the customer computer. 

1 100. The apparatus o/claim 98, wherein the first intelligent agent is 

2 configured to communicate with the second intelligent agent. 

1 101. The apparatus of claim 98, wherein the first intelligent agent is 

2 configured to control thepecond intelligent agent. 

1 102. The apparatus of claim 98, wherein the first and second tasks are each 

2 selected from the group consisting of monitoring operational data, collecting 

3 operational data, analyzing operational data, identifying an undesirable operational 

4 condition in the customer computer, selecting another intelligent agent to remedy the 

5 undesirable opera/ional condition, creating another intelligent agent to remedy the 

6 undesirable operational condition, modifying a configuration setting, installing 
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program code on a customer computer, performing at least one operation that assists 
in remedying the undesirable op^ptffionaj concjition, and combinations thereof. 



103. The apparatus/of clainv^8, further comprising program code configured 
to dispatch the first and second^mel/ige/u agents to the customer computer to remedy 
the undesirable operational condition. 
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1 104. A program product, comprising: - 

2 (a) a first intelligent agent confi gored to perform a first task associated 

3 with remedying an undesirai5leommtianal condition associated with a 

4 customer computer that utilizes toe computer-related product, wherein the first 

5 intelligent agent is provided byii first vendor that supplies a first component 

6 associated with |he compute^/elated product; 

7 (b) a secWj£li»t€tligQnt agent configured to perform a second task 

8 associated with remedying thei/ndesirable operational condition, wherein the 

9 second intelligent agent is provided by a second vendor that supplies a second 
10 component associated with l!ne computer-related product; and 

U 11 (c) a signal bearing medium bearing the first and second intelligent 

m 12 agents. ' 
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